MUWHMNCTEPCTBO OBPA30OBAHUSA 1 HAYKU POCCUMCKOW ®EJEPAITIN
JOEITAPTAMEHT I'OCYIAPCTBEHHOM ITOJIMTUKU B COPEPE
OBILEI'O OBPASOBAHUA
[MNCBbMO
ot 14 mas 2018 . N 08-1184
O HAITPABJIEHN UHO®OPMALIN

IlemapTaMeHT rocy/lapCTBeHHOM TIONIUTHKHU B cepe o01iero obpa3oBanus MuHoOpHayku Poccun
HaripaBJisieT /st CBefieHusi pa3paboraHHbie BpemeHHo Komuccuert CoBeta ®Pesiepaliyu o
Pa3BUTHIO MHGOPMALIMOHHOTO 00IIleCTBAa METOMUECKHE DEKOMEH/IAIIUU O pa3MeIleHUH Ha
VMH(OPMAaLMOHHBIX CTeH/ax, OpULMaIbHbIX UHTEPHET-CaluTaxX U APYruX MH(OPMaL[MOHHBIX
pecypcax ob1eo6pa3oBaTe/ibHbIX OpraHU3aliii U OpraHoB, OCYIIeCTB/ISIFOIIMX yIpaBieHue B
cdepe obpa3zoBanus, uH(GopMaly 0 6e30macHOM MOBeJeHUH U UCTIOh30BaHUM ceTd "'VIHTepHeT".

Oupekrtop [enaprameHTa

A.E.IIETPOB
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[IpunoxeHue
METOANUYECKUWE PEKOMEHJALINN
O PASMEIIEHUN HA NTHOOPMAILIMOHHBIX CTEHIAX, OOUILINAJIBHBIX
MHTEPHET-CAWTAX 1 IPYTVX UTH®OPMALIMOHHEIX PECYPCAX
OBIIEOBPA3OBATEJIBHBIX OPTAHM3ALINM 1 OPTAHOB, OCYIIECTBJIAIOIINX
YITPABJ/IEHUE B COEPE OFPA3SOBAHNMSA, THO®OPMAILIMN O BE3OITACHOM
[MTOBEAEHMUM N NCITOJIB3OBAHUU CETU "MHTEPHET"

JkcrnepTramu 1 uieHamu BpemenHoit komuccun CoBeta @efiepaliviy 10 pa3BUTHIO
HMHGOPMAaI[MOHHOTO 0011leCTBa B PAMKaX BBITIOJTHEHUSI peKOMeH Il TTap/laMeHTCKUX CTyIIaHUH
" AKTya/ibHbIe BOTIPOCHI 0OecrieueHusi 6€30MacHOCTH U Pa3BUTHS JieTel B MUH(POPMaI[MOHHOM
npocTpaHcTBe”, KoTophle miponutid B CoBeTe @epepariuu 17 arpesis 2017 1., 66111 pa3paboTaHbl
MeToAUUeCKUe peKOMeHJaliy O pa3MellleHnd Ha UHPOPMALIMOHHBIX CTeH/jaX, O(ULIMaIbHBIX
WHTepHeT-calTax U APyrux MH(OpMaIlMOHHBIX pecypcax obijeobpa3oBaTe/ibHbIX OpraHU3aLyi 1
OpraHoOB, OCYIIECTBIISIOLIUX YIIpaB/ieHne B cepe oOpa3oBaHust, HHGOpMaruu o 6e301acHOM
TOBeZIeHUM U UCT0/Ib30BaHUU ceTu "VIHTepHeT" (faee - MeTo[ueCKre peKOMeHAI|M ).

Metoanueckrie peKOMeH/jal[My HarlpaB/ieHbl Ha KaueCTBeHHOe TOBbIIIeHNe YPOBHS
WH(POPMAI[MOHHOM ZieTeTbHOCTH 0011Ie00pa3oBaTe/TbHBIX OpraHU3allii U OPTaHoB,
OCYIIIeCTBIISIIOIIMX yTpaB/ieHre B cepe 00pa3oBaHus, B YaCTU MH()OPMHUPOBaHUS YUALIIUXCS, UX
poauTesiel (3aKOHHBIX MPeICTaBUTe el ) U MelarornyeCKUX PaOOTHUKOB 00 OCHOBHBIX aCIleKTaX
uH(OpMaLMOHHON 6e30MacHOCTH.

MeToauueckrie peKoMeH/jaliuu Mo3BoST 001ieobpa3oBaTe/ibHbIM OpraHU3alUsiM U OpraHam,
OCYIL[eCTBJISIFOIIUM yTIpaB/ieHHe B cepe 0Opa30BaHMsl, aKTyaM3UPOBaTh yKe UCIIO/b3yeMble U
pa3MeliieHHbIe UH(OPMaLMOHHbIe MaTepHaJibl, TaK U TIOATOTOBUTE X B C/Tydae UX OTCYTCTBUS C
yUeTOM JIYUILIKX MPAKTHUK U PeKOMeH/alvi.

B pamkax MeToAuueCcKuX peKOMeH/jalyii pacCMaTpYBalOTCs CeytoIie MHCTPYMEHTHI:

1. nHbOpMaLMOHHBIE CTEH/b;

2. ouvianbHble THTEPHET-PeCcypChl;

3. cpefcTBa MaccoBol MH(GOpMaLMK (LLIKO/IbHbIE Ta3eThl, ejarornyeckre U3Zlaius U Jpyrue).
WHdopmaloHHbIe CTeH/bl

Ha nH$opMaLMoHHBIX CTeHAax B 0011je00pa3oBaTebHBIX OPraHU3alMsIX, PacliooKeHHbIX B (oiie
yupex/ieHni 1 B KabMHeTax, OCHaIlleHHbIX TIepCOHaIbHBIMU YCTPOWCTBaMU [l/1s1 BBIXOZA B CETh
"MIHTepHeT", peKOMeH/1yeTCsi pa3MeCTUTh MH(OPMAaILMOHHbIe MaMsATKU, CoieprKalliiie 0CHOBHbIE
COBeTHI 0 00ecrieueHH0 MH(HOPMALMOHHOM 6e30MaCHOCTH YYaIHXCsl.

B npunokenuut N 1 K MeTOAMYECKUM PEKOMEH/IALIUSAM TIpe/ICTaB/IeH o0pa3sel] MaMsTKU J1Jist
pa3MellleHHsl Ha UHPOPMALIMOHHBIX CTeH/aX.

CpezcTBa MaccoBoi MH(pOpMaLr

B cpencTBax MaccoBoii HH(pOPMaL[i, OpUEeHTUPOBAaHHBIX Ha 00yUaroIUXCsl, peKOMeH/1yeTCs B
TeyeHHe yueOHOro rozia perymspHo Mmy6MKoBaTh MHPOPMAaLMOHHbIE MaTepyasbl, OCBsIeHHbIe
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OT/ie/IbHBIM acrieKTaM WH(pOPMaIMOHHOW 06€30MMacHOCTH, a TAaK)Ke pa3/IMnUHbIe MTaMSITKHA 0011ero
XapakTepa.

B cpezscTBax MaccoBoi WH(GOPMAI[UU, OPUEHTHPOBAaHHBIX Ha MeZiaroruueckyro 00IeCTBEHHOCTD,
PEKOMEH/IyeTCs B TeueHHe Ka/IeHAAPHOTO To/la Pery/sipHO MyO/MKOBaTh MHPOPMAaIIMOHHBIE
MaTepHaJibl, MOCBAII[eHHbIe OTZe/NbHBIM acreKTaM WHGOpMaI[MOHHOM 6e30MmacHOCTH Kak
HeCcoBepILeHHO/IeTHUX, TaK 1 0011je00pa30oBaTebHbIX OPraHu3al|iii, a Tak)Ke pa3/IuuHble MaMsTKH,
0030pbl HOPMAaTUBHO-IPABOBOTO PEry/IMPOBaHUS JaHHOH cepbl U MHGOPMALIMIO O aKTyaTbHbIX
MEPOTIPUSTUSIX U COOBITHSIX B JaHHOM cepe.

B xoze nipoBenenust EquHOTO ypoka 1o 6e3omacHocTy B ceTd "VIHTepHeT" peKoMeHyeTCst
00ecreuynTs BBIMYCK TeMaTHYeCKOTO BBITyCKa CPeJCTBa MacCOBOM MH(OPMAIH 110 cepur
nyO/IMKaLuiA, Cpe/ii KOTOPbIX PACCMOTPeTh OPraHU30BaHHbIE MEPOTIPUSITHS /1J1s1 00y UYaroIUXCsl, UX
poauTesiel (3aKOHHBIX MPe/ICTaBUTe el ) U Melaroruyeckoi 0011jeCTBeHHOCTH.

OdurmanbHbie IHTepHeT-pecypchbl

OO61eo6pa3oBaTe/lbHBIM OPraHU3aLUsIM PEKOMEHYeTCsl Ha CBOMX O(UIMAaIbHBIX VIHTepHeT-
pecypcax obecrieunTb (GyHKLIOHUPOBaHMe CaMOCTOSTE/THHOTO U Clellalu3UPOBAHHOTO paszesnia
"NnpopmarioHHas 6e30macHOCTb"', B paMKax KOTOPOTO IpeZlyCMOTPeTh pasMellieHre CreyolLeit
VMH(pOopMaLuu:

dopmar
N Pasgen/miogpaszgen npejcrasneHuss  CojepykaHve MaTeprasioB
MarepuasioB
PasmelwiaroTcst KOnvu JOKYMeHTOB, T.e.
JIokasibHbIe CKaHUPOBaHHbIM BapUaHT JIOKyMEHTa,
HOpPMaTHBHbIE aKThl B Ko COOTBETCTBYIOIIMI TPeOOBaHUSIM K TTapaMeTpam
1 cthepe obecrieueHHst JIOKYMEHTOB B CKaHHWpOBaHUs. Pa3meliaroTcsi JOKYMEeHTHI,
" uHbOpMaIMOHHOMN * peryaMeHTUPYIOLHe OpraHu3alivio U paboTy C
0e301acHOCTH (popwmare *PDF TepCOHa/IbHBIMU JJaHHBIMM, TI/IaHbI MEPOTIPUSI TN
oOyyarommxcs 1o obecrnieueHH0 UHPOPMAI[UOHHOW 6€30TIaCHOCTH
00yyaroIuxcs 1 pyrue.
[Ty6nuKyroTCsl aKTyaTbHbIe CBeIeHUs O
denepanbHbIX U PETMOHA/IBHBIX 3aKOHAX, MUCbMax
OpraHoB BJ/IaCTH U ApPyrMe HOPMAaTUBHO-TIPaBOBbIe

HopmarueHoe Kommn JIOKYMEHTHI, pEFJ'IilMEHTI/Ipy}OH_II/Ie obecrieueHue

2. JIOKYMEHTOB B HHGbOpMaI[MOHHOM 6Ge30macHOCTH
peryavMpoBaHue
¢dopmare *PDF  |HecoBepieHHOMeTHUX. [JomycKaeTcst BMECTO

KOMU pa3MelaTb FUMepCcCchblIKU Ha
COOTBETCTBYIOL[ME JJOKYMEHThI Ha CalTax OPraHoOB
roCyJapCTBeHHOM BIACTHU.




ITemaroruueckum
paboTHUKam

TekcT Ha
CTpaHMLe caulTa

Konuu
JIOKyMEHTOB B
¢dopmare *PDF

Pa3MelrjatoTcst MeToueckre peKOMeH/jaluu U
yKa3bIBaeTcss UHPOpMaLvsi 0 MepOTIPUSTHSIX,
TIPOeKTax U MporpaMMax, HaripaB/ieHHbIX Ha
TIOBBIIIIeHWe UH(OPMAI[OHHON TPaMOTHOCTH
Te/laroruyecKnx paboTHUKOB.

4. OOGyuaromumcs

TekcT Ha
CTpaHMLle cauTa

Pa3melrjaeTcss UHGOpPMaLMOHHAas TaMsITKa
(mpunoxenve N 2) 1 yka3biBaeTcsi MHGOpMaLUsi O

MepOTPUSITUSIX, IPOEKTaX U TIporpammax,
HaripaB/IeHHbIX Ha MOBbIllIeHHe WH(OPMaI[MOHHOU
I'PaMOTHOCTH 00yUaroIMXCs.

Pogurensm (3aKOHHBIM
5. mpeacTaBUTEISIM)
oOyyJarouxcs

TekcT Ha
CTpaHMLe cauTa

Pa3smeilrjaeTcst ”HQOPMALIMOHHAS MTaMsITKa
(mpunoxkenue N 3).

Ietckue Ge3omacHble
CaUThI

TekcT Ha
CTpaHMLle cauTa

Pa3melriaeTcst ”HPOpMaLYs O PEKOMEH/IYEMBIX K
WCII0/Ib30BaHMIO B yUeOHOM Tporjecce 6e30racHbIX
caiiTax, 6aHHephl Oe30ITaCHBIX JETCKUX CalTOB.

OpraHaM, OCyIIIeCTB/ISIIOIIMM yTpaB/ieHre B cepe oOpa3oBaHMs, PEKOMEH/IYeTCsI Ha CBOMX
ourmansHBIX MIHTEpHeT-pecypcax obecrneunTs QPyHKIMOHUPOBAHME CaMOCTOSITETLHOTO U
CrielMaIu3upoBaHHOrO paszesa "MHpopMaloHHas 6e30MacHOCTh", B paMKax KOTOPOTO
1IpelyCMOTPeThb pa3MellleHue c/ieAyroleli UHPOopMaLiu:
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[Tpunoxenue N 1
MAMSATKA
JJI1 OBYUATOIINXCHA Ob MH®OPMAIIMOHHON BE3OITACHOCTHU JETEN
HEJIb3A

1. BceM mozipsizi coo011[aTh CBOO YaCTHYIO MHGOPMaLMIo (HacTosiye umMsl, hamMuiuio, TeedoH,
azipec, HOMep LIKOJ/bI, a TakKe (oTorpaduu CBOU, CBOeM CeMbU U Ipy3eit);

2. OTKpHBIBaTh B/IOXKEHHbIE (ail/ibl 3/IEKTPOHHOM MOUTHI, KOT/|a He 3Haelllb OTIIPaBUTeJIs;
3. I'pybuTs, MpuaMpaThCs, OKa3biBaTh JjaB/ieHNe - BeCTH cebsi HeBeXKJ/IMBO U arpeCcCHBHO;

4. He pacriopsikaticsi ieHbraMu TBoeid ceMbH 6e3 pa3pellieHust CTapIlvX - BCeTZa CripaliiBai
poJuTeneu;

5. He BcTpeuaiics ¢ IHTepHeT-3HAKOMBIMU B PeaslbHOM yKHU3HM - TIOCOBETYMCS CO B3POC/IbIM,
KOTOPOMY /I0Bepsi€llib.

OCTOPOXHO

1. He Bce numyT nipaBxy. Unraeis o cebe HerpaBay B VIHTepHeTe - co00IM 06 3TOM CBOUM
POAUTE/ISIM WY OTIeKyHaM;

2. IlpuraiaroT repernuchIBaThCs, UTpaTh, 0OMEHUBATLCS - TIPOBEPD, HET JIM TI0/IBOXa;
3. He3akoHHOe KomupoBaHUe (aiisioB B IHTepHeTe - BODOBCTBO;
4. Bcerza paccka3sbIBaii B3pOC/IbIM 0 TIpo0OieMax B CETH - OHU BCET/ia TIOMOTYT;

5. Vcnionb3y#i HaCcTpoiiKy 6e301MacHOCTH Y TIPUBAaTHOCTH, YTOOBI He TIOTePSITh CBOM aKKayHTHI B
COLICeTSIX U APYTUX MopTrasax.

MOXHO
1. ¥YBakaii Ipyrux rnonab30BaTesiel;
2. [Monb3yelibcss IHTepHET-UCTOYHUKOM - fiejlail CChIIKY Ha Hero;
3. OTKpbIBay TOMBKO Te CChUIKU, B KOTOPBIX YBEPEH;

4. OO01IaTHCS 3a MOMOIIIBIO B3POC/IBIM - POAMTENH, OTIEKYHbI U a/IMUHUCTpPALIUS CaliTOB BCerja
TIOMOTYT;

5. ITpoiiau obyueHue Ha caiiTe "CeTeBUUOK" U TOTyUH TIACTIOPT LM(POBOTo TpakjaHuHa!



[Tpunoxxenue N 2
NHOOPMAILIMOHHAA ITAMATKA
IJIA OBYUARKOIINXCA OJIA PASMEIIEHNA
HA O®ULIMAJIBHBIX NHTEPHET-PECYPCAX

C Ka>XIbIM I'O40M MOJIOZIeKW B MHTEpHEeTe CTAHOBUTLCSA 6OJ'II:H_IE, d IIKOJ/IBHUKU OJHH K13 CaMbIX
AKTHUBHBIX I10/Ib30BaTe/Iel PYHETa. ME)K,I[Y TeM, IIOMHMMO OI'POMHOI'0 KOJIMYEeCTBA BO3MO)KHOCTEI\/,I,
HWHTEPHET HECET U HpO6J’I€MI)I. OTa naMsTKa A0/DKHA ITOMOYb Tebe 6e30I1acHO HaXO4UWTbCA B CETH.

KowmribtoTepHble BUPYChI

KoMmnbroTepHblil BUPYC - 3TO pa3HOBU/JHOCTb KOMIIbIOTEPHBIX TIPOTPaMM, OTJIMUKTE/IbHON
0COOeHHOCTBIO KOTOPOIA SIBJISIETCST CITIOCOOHOCTH K pa3MHO)KeHUI0. B [jorio/THeHre K 3TOMY, BUPYChI
MOT'YT TIOBPeJJUTb WU TIOJTHOCTBI0 YHUUTOXXUTB BCe (aii/ibl U JaHHbIe, TIOAKOHTPO/IbHbIE
TI0/Tb30BaTeJI0, OT UMeHH KOTOporo Oblyia 3aryliieHa 3apakeHHasi porpamMmma, a Takke MOBPeAUThb
WIH IaXke YHUUTOXKUTh OTlepaliMoOHHYI0 CUCTeMy o BceMU (paiiamu B 1iejioM. B 6osbiiMHCTBe
C/lydyaeB paclpOCTPAHSIOTCS BUPYChI Uepe3 MHTEPHET.

MeTo/ib1 3aIIUTHI OT BPeJOHOCHBIX MPOTPamMM:

1. Vicnonb3y¥i coBpeMeHHbIe OrepaljiOHHbIe CUCTeMbI, UMeIOL1e Cepbe3HbI YPOBeHb 3all{UThl OT
BPEJJOHOCHBIX TTPOTrPaMM;

2. [TocTosiHHO ycTaHaB/avBai nadtu (LydpoBbIe 3ar1aTku, KOTOpble aBTOMaTUueCKU
yCTaHaB/IMBAIOTCA C 1]eJIbI0 ZI0PabOTKM POTrPaMMbI) U Ipyrye 0OHOB/IEHUS] CBOEH OreparjioHHON
cuctembl. CKaurBaii X TOMBKO € oduliraapHOro caiita pa3paborurika OC. Ecim cymiecTByer
PE>KUM aBTOMaTUueCKOT0 0OHOB/IEHUS], BK/IFOUM €ro;

3. Paboraii Ha cBoeM KOMITbIOTEpe T10/] TIpaBaMU T10/1b30BaTe/Is], a He aZ/MUHKUCTpATopa. JTO He
TI03BOJTUT OOJBIIMHCTBY BPeAOHOCHBIX MIPOrPaMM MHCTA//IUPOBATHCSI HA TBOEM TepCOHATbHOM
KOMIIbIOTEDE;

4. Vicrionb3y#t aHTUBUPYCHBIE TTPOrPaMMHbIE TIPO/IYKThI M3BECTHBIX MIPOU3BOAUTEEH, C
aBTOMaTHueCKHUM OOHOB/IeHHeM 0a3;

5. OrpaHunub (M3KMYeCcKUid JOCTYT K KOMIbIOTEPY /17151 IOCTOPOHHUX JIUL;

6. Ucronb3yil BHeIlIHWMe HOCUTe/M WH(OPMaluK, Takre Kak duiellika, JUCK WK (aii u3 UHTepHeTa,
TOJIKO U3 TIPOBEPEeHHbIX UCTOYHUKOB;

7. He oTKpbIBail KOMITbIOTEPHBIE (haii/ibl, TIOyUYeHHbIe U3 HeHaZle)KHBIX NCTOUHUKOB. [Jaxe Te
(haitsibl, KOTOpPBIE MPUC/IaI TBOW 3HAKOMBIH. Jlydllle yTOUHU Y Hero, OTTIpaB/Isi/I i1 OH Tebe uX.

Cetu WI-FI

Wi-Fi - 9T0 He BU/I TIepe/iauy JaHHBIX, HE TEXHOJIOTHS, a BCEro Jmiib OpeHz, Mapka. Ere B 1991
ro/ly HU/lep/aH/ICKasi KOMITaHus 3apervctpupoBasa opens "WECA", uto 0603Hauaso
cioBocouetanue "Wireless Fidelity", koTopbiii iepeBoAMTCS Kak "'GecripoBO/iHAsI TOUHOCTB'.

o Haillero BpeMeHH Jiollifia Aipyrasi abbpeBuarypa, KOTopast SIBIsIeTCsl TaKOM ke TeXHOJIorueld. ITo
ab6peBuatypa "Wi-Fi". Takoe Ha3BaHMe OBIIO JaHO C HAMEKOM Ha CTaH/]apT BBICIIEH 3BYKOBOMH
TexHuku Hi-Fi, 4To B mepeBoie 03HauaeT "BbICOKAsi TOUHOCTD .



Ia, GecriaTHBIA MHTEPHET-/IOCTYT B Kade, OTe/sIX U a3pPOMNopTax sIB/SeTCS OTTMYHON
BO3MO)KHOCTBIO BbIXOZIa B UHTePHET. HO MHOTHE 3KCIePThI CUMTAOT, UTO 0011e0CTyHbIe Wi-Fi
CeTH He SBJIAI0TCS Oe30macCHbIMH.

CogeThl 110 6e30MacHOCTH paboThI B 00111eZI0CTYyHBIX ceTsax Wi-fi:

1. He nepefaBaii cBorO JIMUHYyIO HHGOpMaIiio yepe3 obijenoctymnHbie Wi-Fi cetu. PaboTas B HUX,
KeJjlaTe/TbHO He BBOJUTD TMApOJIU JOCTYTIA, JIOTUHBI U KaKHe-TO HOMepa;

2. Vicrionb3yii ¥ 0OHOB/ISIM aHTUBUPYCHBIE MTPOrpaMMbl ¥ OpaHaMayep. Tem caMbIM Thl
obe3oracuiib cebst OT 3aKaUKW BUPyCa Ha TBOE YCTPOKNCTBO;

3. IIpu ucnonb3oBaany Wi-Fi otkimoun dyskiuro "O6muit qoctyn K daiinam v nmpuHTepam'.
[ManHasi GyHKLMs 3aKpbITa 110 YMO/TYAHHMIO, OJHAKO HEKOTOpHbIe M0/1b30BaTe/l aKTHBHUDPYIOT ee /ISt
yAo0CTBa MCIT0/Tb30BaHUS B paboTe umu yuebe;

4. He ucnonb3yii nybmunsiii WI-FI g5 mepefaun TUUHBIX JAaHHBIX, HAalIpUMep /1S BBIXO/A B
CoLMa/IbHbIe CeTHU UM B 3/IEKTPOHHYIO TIOUTY;

5. Mcnionb3yii TOMBKO 3aruineHHoe coeavHenre yepe3 HTTPS, a e HTTP, T.e. mpu Habope BeO-
azipeca BBOAU UMeHHO "https://";

6. B Mo6uieHOM TenedoHe oTkmroun ¢yHKIpo "Tlogkmouenne k Wi-Fi aBromarnueckn”. He
JIOTTyCKal aBTOMaTH4eCKOro MOAK/IIoueH sl yCTpoiicTBa K cetsiMm Wi-Fi 6e3 TBoero cornacusi.

CoryanbHble CeTH

CorpanbHble C€TH aKTUBHO BXOJSAT B HAIIy )KW3Hb, MHOTHE JIFOAX pabOTarOT U KUBYT TaM
TIOCTOSIHHO, a B Facebook y»ke 3aperrcTprpoBaH MUWIIMApP/, UeoBeK, UTO SIB/ISIETCS OHOU CeIbMOM
BCeX JKUTeel rmaaHeTbl. MHOTHe M0/b30BaTe/ i He TIOHUMAROT, UTo MH(OPMaL[Hs, pa3MelljeHHast
VMU B COLIMA/IbHBIX CeTsIX, MOKeT ObITh HaiileHa U UCTI0/Ib30BaHa KeM Yro/[HO, B TOM UKCJ/ie He
00s13aTeNIbHO C 6/1arMMU HaMepeHHUSIMH.

OCHOBHBIE COBETHI 10 0€30MaCHOCTH B COL[MA/IbHBIX CETAX:
1. Orpanuub CUCOK fipy3eii. Y TeOsi B APYy3bsiX He [JO/DKHO OBITh CTyYalHBIX U He3HAKOMBIX
JIrofien;

2. 3auuiiiaii CBO YacTHYIO >Ku3Hb. He yKa3biBaii maposnu, TesedoHsbl, apeca, aTy TBOEro
POXKZIeHHs U APYTYIO JINUHYIO0 UH(OPMAL[HIO. 3/T0YMBIIIJIEHHUKH MOTYT HUCTIO/Tb30BaTh JaXke
vHGbOpMaI[MIO 0 TOM, KaK Thl U TBOU POAUTE/TN TJIaHHUPYyeTe MPOBeCTU KaHUKYIIbI;

3. 3amuiriaii CBOO peryTaLyIo - /Iep)KU ee B UUCTOTe U 3a/iaBaii cebe BOMpOC: X0Tes1 ObI Thl, UTOOBI
JpyTHe T0JIb30BaTe/Id BUE/H, UTO Thl 3arpyykaelsb? [TogymMai, rpexkze ueM 4To-TO OIy0/IMKOBaTh,
HarucaTh U 3aTpPy3UTh;

4. Ecny Tl TOBOPULIB C JIFOABMU, KOTOPBIX He 3Haelllb, He UCII0/Ib3yi CBOe pealbHOe UMSI U JPYTYIO
JTMYHYI0 UH(POPMALIUK: UMsI, MECTO JKUTETbCTBA, MECTO yueObl U TIpouee;

5. U36eraii pasmelrenus gpotorpacduii B IHTepHeTe, rae Thl 1300pa’keH Ha MECTHOCTH, TI0 KOTOPO
MO)KHO OIIpeZleJIUTh TBOe MeCTOIOIOKeHUe;

6. [Ipu perncTpanyu B cOLManbHON CeTH HeoOX0MMO HCII0Ib30BaTh CI0KHbIE TIapOJIH, COCTOSII{He
u3 OyKB ¥ LUQP ¥ C KOJTMUECTBOM 3HAKOB He MeHee 8;



7. [nst colasbHOM CeTH, TIOUTHI U IPYTHX CAUTOB HEOOXOAMMO MCTIONMb30BaTh Pa3HbIe MapoJIH.
Torzma ecsiu Tebst B3/I0MarOT, TO 3/I0YMBIIIJIEHHUKH TTOTyYaT AOCTYT TOMBKO K OZIHOMY MECTY, a He BO
BCe Cpasy.

OJIeKTPOHHbIE IeHbI'1

SHEKTPOHHLIE JAeHbI' - 3TO OUEeHb y,[[O6HbeI criocob HHaTEX(Eﬁ, OIHAKO CyIeCTBYHOT MOIIE€HHUKH,
KOTOphbI€ XOTAT IMOJIYUHTb 3TU [J€HbI'H.

O/eKTPOHHBIE JleHbI'M NOSIBU/IMCh COBCEM HeZlaBHO U MMEHHO M3-3a 3TOr0 BO MHOTUX rOCYy/lapCTBax
[10 CUX TIOp He MPOIMCaHO NP0 HUX B 3aKOHAX.

B Poccuu >xe 0HM (PyHKIJMOHUPYIOT M O HUX Y’Ke TIPOIKCaHO B 3aKOHe, [/je UX pa3/ie/sitoT Ha
HEeCKOJIbKO BH/IOB - aHOHMMHbIEe U He aHOHMMHbIe. Pa3Hulla B TOM, UTO aHOHUMHBIE - 3TO Te, B
KOTOPBIX pa3pelaeTcsi MPOBOJUTE ornepanyu 0e3 naeHTU(PUKAL[K TI0Tb30BaTe/s, a B
HeaHOHUMHBIX MJeHTU(PUKALHS TT0/Tb30BaTesIs SIB/ISIeTCs1 00s13aTeTbHOM.

Takoke ciefiyeT pa3nvuarh 3/1eKTPOHHbIE (hUaTHbIe eHbI'M (PaBHbI FOCY/apCTBEHHBIM BaJItOTaM) U
3/IeKTPOHHBIe He(hraTHbIe JieHbI'M (He paBHbI FOCYAapCTBEHHBIM Ba/IlOTaM).

OCHOBHBIE COBETHI 10 Oe30I1acHOM pa60Te C 3JIGKTPOHHBIMHU [€HbI'dMU:

1. IMpuBsku K cueTy MOOMIBHBIN TeseoH. DTO cambli yI00HBII 1 OBICTPBINA CTOCOO BOCCTAaHOBUTD
JOCTYTI K cueTy. [IpuBsi3aHHbIN Tesie)OH TIOMOKET, eC/i 3a0y/ellb CBOH M/IaTeXHbIN MapoJib UIx
3ali/lelllb Ha CaWuT C He3HAKOMOT0 YCTPOUCTBa;

2. Vcrionb3yii ojHOpa30BkIe naposiu. [Tocsie mepexozia Ha yCUIEHHYHO aBTOPHU3aliHI0 Tebe yxKe He
OyzeT yrpo)kaTh OMacHOCTh KPa)KH UM TIepexBaTa I/IaTe>KHOTo T1apoJis;

3. BeiOepu C/I0XKHBIH Maposib. [IpecTynHrKaM OyzieT He TTPOCTO YTra/jaTh CI0XKHbBIN MapOJib.
HaziexkHble 1aposiv - 3TO Mapoy, KOTOpble coiep>kaT He MeHee 8 3HAKOB U BK/TFOUAIOT B cebst
CTPOUHBIe U TIPOTTHCHBIe OYKBLI, LIU(PBI U HECKOJBKO CUMBOJIOB, TaKHe KaK 3HaK Jjo/uiapa, QyHTa,
BOCK/WLATe/IbHbIN 3HaK U T.1. Harpumep, $tROng!;;

4. He BBOZIY CBOU JIMUHBIE [JaHHbIE HA CAlTaX, KOTOPbIM He /10BepSeLLb.
OJIeKTPOHHas IouTa

OMneKTpOHHas 1104Ta - 3TO TeXHOJIOTHS U NIPeJ0CTaB/IsieMble €10 YCIYTH I10 IepechlIKe U
TIO/TyUeHUIO 37IEKTPOHHBIX COOOIeHNH, KOTOPhIe PacTIpe/esiiFOTCsl B KOMITBIOTEPHOU ceTr. OOBIYHO
3/IeKTPOHHBIN TIOUTOBBIN SIUK BBITVIIAUT CeAYIOIAM 00pa3oM:
VIM$1_TI0/Ib30BaTensi(@umsi_JijoMeHa. Takxe KpoMe 1epeiau MPOCTOT0O TEKCTa, UMEeTCst
BO3MO)KHOCTb TepefiaBaTh (paiibl.

OcHoBHbIe COBeTHI 110 He30macHoi paboTe ¢ 3/1eKTPOHHOM ITOUTOM:

1. Hazio BeIOpaTh MpaBU/IBHBINA TTOYTOBLIM CepBUC. B HHTepHeTe eCTh OIPOMHBII BBIOOD
OecrIaTHBIX TIOYTOBBIX CEPBHUCOB, OIHAKO JIyUIlle IOBEPSATH TeM, KOTO 3Haelllb U KTO TIepBbIi B
pelTHHTE;

2. He yka3biBaii B TMYHOM TIOUTe TMUYHYIO WHGOpMaruto. Harpumep, myuriie BbIOpaTh
"My3bIKa/ibHbIM_(paHat@" umu "pok2013" BMecTo "Temal3";

3. Vicnonb3yi ABYX3TalHYH0 aBTOPU3aLUi0. DTO KOrja IOMUMO Iaposisi HY>KHO BBOJUTh KOZ,
TIpUCbuIaeMbIi 1o SMS;



4. Boibepu C/IOXKHBIM TIaposib. [17151 KaXK/I0TO TIOUTOBOTO SIIIMKA /I0/DKEH ObITb CBOM HaZleXKHBIH,
YCTOMYMBBIY K B3/IOMY T1apOJib;

5. Ecii ecTh BO3MOXKHOCTB HarvcaTb CaMOMY CBOW JIMUHBIA BOTIPOC, UCMIO/b3YH 3Ty BOSMOXKHOCTb;

6. Vcrionb3yii HeCKOIbKO TTOYTOBBIX SIIUKOB. [1epBbiii /17151 YaCTHOM TIePeICcKy C ajipecaTaMu,
KOTOPBIM ThI JIOBepsieliib. ITO 3/IeKTPOHHBIN aJjpec He Ha/lo UCTIOMb30BaTh TIPYU PEruCcTpalvuy Ha
(dhopymax u caiiTax;

7. He oTKpbIBali ¢aiiibl U pyryie BAOXKEHUs B MKMCbMax, [jaXke eC/IM OHU MPUIIN OT TBOUX JIpY3eil.
Jlyuiiie yTOUHH y HUX, OTIIPAB/ISUIN JIA OHU Tebe 3TH (halibr;

8. ITocie okoHUaHUsI pabOTHI Ha TIOUTOBOM CEPBUCE Tiepe/l 3aKPhITHEM BKJIQZIKK C CAUTOM He 3a0yb
Ha)kaThb Ha "BeiiiTu'".

KubepOy/isTMHT WTH BUPTYa/TbHOE U3/I€BaTe/TbCTBO

KubepOy/ivHT - pecyiejoBaHre COOOIIeHUsMHU, COAep KallliMU 0CKOPO/IeH s], arpeCcCHio,
3anyrMBaHKe; XYJIUTaHCTBO; COL[HaIbHOe OOMKOTUPOBAHME C TTOMOIILIO PA3/THUHBIX MHTEPHET-
CEPBHCOB.

OcHOBHBIe COBeTHI 10 60pb0Oe ¢ KubepOy/ITUHTOM:

1. He Gpocatics B 60i. JIyummii crioco6: MoCOBeTOBAThCS Kak ce0si BECTH M, €C/TA HET TOT0, K KOMY
MOXXHO 00paTHUThCSI, TO BHAUa/Ie YCIIOKOUThCS. EC/iM Thl HAUHeIlb 0TBeUaTh 0CKOPOIeHUsIMU Ha
0CKOpOJ/IeHHSI, TO TOJIBKO ellje O0JIbIle Pa30XIKelllb KOH(IUKT;

2. YrnpaBsnisiii cBoeii KubeppertyTaryer;

3. AHOHMMHOCTB B CeTH MHUMaS. CyLL[GCTByIOT CIT0COOBI BBISICHUTB, KTO CTOUT 3a dHOHHMHBIM
dKKaYHTOM;

4. He cTouT BeCTH Xy/MTaHCKUI 00pa3 BUPTYa/ibHOM KU3HU. VIHTEepHeT PUKCHpYeT BCce TBOU
JIeViCTBUSL M COXpaHsIeT UX. YIanuTh UX OyzeT KpaiiHe 3aTpyJAHUTETHHO;

5. Cobstroziaii CBOIO BUPTYa/IbHYHO UeCTh CMOJIOAY;

6. IrHopupy#i eAMHUUHBINA HeraTuB. OfHOpPa30Bbie 0CKOPOUTE/TbHBIE COOOITIEHUS JTyUllle
UrHopupoBatb. OOBIYHO arpeccusi peKpalljaeTcsi Ha HauabHOW CTa/iuu;

7. Ban arpeccopa. B mporpamMMax o6MeHa MrHOBEHHBIMH COOOLIeHUSIMU, B COITUA/IBbHBIX CETSIX eCThb
BO3MO)KHOCTb OJIOKMPOBKH OTIIPABKHM COOOILIEHUM C OTipeie/ieHHbIX aipeCcoB;

8. Ecnu Th1 cBUAieTesb KubepOysmHra. TBOM [eMCTBUS: BBICTYIIUTH IPOTHUB Mpec/ieioBaTes,
MoKa3aThb eMy, UTO ero /1eliCTBUS OLIeHWBAIOTCSI HeraTHBHO, MO/JiepKaTh KePTBY, KOTOPOU Hy>KHa
TICXOJIOTHYeCKast IOMOIL[b, COOOIIUTE B3POC/IBIM O (PaKTe arpeCcCUBHOTO TIOBEJIeHHs B CETH.

MoOubHbIN TenedoH

CoBpeMeHHbIe CMapT(OHBI 1 TUIAHILIEThI COZIEPKAT B cebe BITOTHE B3POC/IbIi YHKI[UOHA, U
Terepb OHU MOTYT KOHKYPUPOBAaTh CO CTalJMOHAPHBIMU KOMITbtoTepamu. O/THAaKO, CpPeJCTB 3allAThI
JUIs1 TIOAOOHBIX YCTPOKMCTB MOKa OueHb Maso. TecTHpoBaHHe U MIOUCK YSI3BUMOCTEH B HUX
TIPOMCXOJUT He TaK MHTEeHCUBHO, Kak Jyis [1K, To ke camoe KacaeTcsi U MOOW/IBHBIX TIPUTOMKEHUH.

CoBpeMeHHbIe MOOW/IBbHBIE Opay3ephl y)ke MPaKTUUeCKH JOTHAIM HaCTO/IbHbIe aHAIOTH, O[HAKO
pacinvpeHye (GyHKLIMOHA/Ia BjieueT 3a 000 OOJIBIIYIO C/I0KHOCTh M MEHBILYHO 3al[UIIeHHOCTb.



[lanexo He BCe TIPOM3BOAUTE/THN BHIMYCKAIOT 0OHOB/IEHHS, 3aKPHIBAIOLIFie KPUTHUECKHE YSI3BUMOCTH
JJ151 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI /y1s1 6e30MacHOCTH MOOMIBHOTO TesteoHa:

Huuero He siB/isieTcst o-HacTosieMy OecriyiaTHBIM. Byib ocTopo)keH, BeJjb Koryja Tebe ripe/jiararr
GecriyIaTHBIN KOHTEHT, B HEM MOT'YT ObITb CKPBITHI KAKHE-TO IJIaTHbIE YCIyTH;

Hywmatii, mpexxze yeM otrpaBuTh SMS, doto mum Bueo. Thl TOUHO 3Haelllb, T7ie OHU OyAyT B
KOHEYHOM UTore?

HeobxoarmMo 0OHOB/ISITH OMEPALjIOHHYI0 CUCTEMY TBOETo CMapT(oHa;
Vicrnonb3yii aHTUBUPYCHBIE TIPOTPAMMBI /1711 MOOW/TBHBIX Teie()OHOB;

He 3arpy>kaii npuao)keHust OT HEM3BECTHOT'O UCTOUHUKA, BeJlb OHH MOTYT COZlepyKaTh BPEJOHOCHOE
TporpaMMHoOe obecrieueHue;

[Tocsie TOTO Kak ThI BBIHEILB C CAlTa, T/ie BBOAWI JUUHYI0 UH(QOPMALUIO, 3ai/I¥ B HACTPOUKHU
Opay3epa u yzanu cookies;

[Tepuoanuecky NpoBepsiii, Kakue TlaTHble YCIYTH aKTUBUPOBaHbI HA TBOEM HOMepe;
Iapaii cBoi HOMep MOOMTLHOTO Tejie)OHa TOJTBKO JIFO/ISIM, KOTOPBIX ThI 3HAEIITh U KOMY ZIOBEpSI€lllb;

Bluetooth fomkeH ObITh BBIK/TIOUEH, KOT/Ia Thl UM He MoJib3yeliibcsi. He 3abbiBaii MHOTIa TTPOBEPSTh
3T0.

Online urpsi

CoBpeMeHHbIe OHIaWH-UTPBI - 3TO KPACOYHBIe, 3aXBaThIBalOIIMe pa3B/ieueHus], 00beUHSOIe
COTHH THICSTY YeJIOBeK 110 BceMy MUpY. VITpOKH MCCIeAyIOT AaHHBIN UM MUP, 00II[at0TCs PYT C
ZPYTOM, BBITIO/THSIFOT 3a/laHUs], CP’KAKOTCS C MOHCTPaMU U MO/Ty4aroT OIBIT. 3a Y0BO/IbCTBHE OHU
TUIATAAT: TIOKYTIAIOT [JUCK, OTI/TAYMBAlOT aDOHEeMEeHT W/ TIPHOOpeTaroT KaKre-TO OTTLHH.

Bce 31 cpezicTBa MyT Ha TOAJep>KaHMe M Pa3BUTHE UTPHI, a TAK)Ke Ha camy 0e301MacHOCTb:
COBEpILIEHCTBYIOTCSI CUCTeMbl aBTOPH3alL[iH, BbIMTyCKAaOTCsI HOBBIE MaTuu (LU pOBbIe 3aruiaTKy JJIst
NIpOrpaMM), 3aKpbIBalOTCsl Ys13BUMOCTU C€PBEpOB.

B HOAO6HI:>IX HIpaX CTOUT OINdCATbCA HE CTOJIBKO CBOMX COINEPHUKOB, CKOJIBKO KPa>KH TBOET'O
MapoJid, Ha KOTOPOM OCHOBdHd CHUCT€Md adBTOPH3dLIMA OO/BIIMHCTBA Hrp.

OCHOBHBIE COBETHI 1T0 6€30IMaCHOCTH TBOETr0 HUI'PDOBOI'0 dKKAdyHTd:

1. Ecu ipyToit urpok BefieT cebst TUIOXO WITH CO37iaeT Tebe HeMPUSTHOCTH, 3a0/I0KUPYH ero B
CIICKE UTPOKOB;

2. Tloxasny¥icst afMAHICTPATOPaM UIPhI Ha TVIOXO0€ TIOBe/leHHe 3TOTO UTPOKA, yKeJlaTeTbHO
TIPUJIOXKUTh KaKKe-TO [JOKa3aTebCTBA B BU/le CKPUHOB;

3. He ykasbiBaii nuHy0 UH(GOpMaLMio B Tipodaiisie Urpsl;
4. YBakali IpyruxX y4aCTHUKOB T10 UTPE;
5. He ycTanaBnvBai HeoULMaIbHbIe MaTUX U MOJBbI;

6. Vicnonb3yi ClI0KHBIE U pasHble 11apoy;



7. [Jaxxe BO BpeMsi UTPbI He CTOUT OTK/IF0YaTh aHTUBUPYC. [10Ka Thl Urpaellib, TBOM KOMITbIOTED
MOTYT 3apa3HuTh.

OUIITUHT WU KPpdXKa JIMUYHbIX JdHHbIX

OOBIUHOM KpaXKel JieHer ¥ JJOKYMEHTOB CeTOJHS Y>Ke HUKOTO He YWBHIIIb, HO C Pa3BUTHEM
WHTEPHeT-TeXHOJ/IOTHH 3/I0yMBIIIJIEHHUKH TIePEMECTU/IMCh B UHTEPHET, U MPO0J/DKAIOT 3aHUMAThCS
"m0OUMBIM" 1€7T0M.

Tak rosiBUsiach HOBasl yrpo3a: HHTePHeT-MOIIIeHHIYEe CTBa UK (DUIIIVHT, T/1aBHas 11e/Tb KOTOPOTO
COCTOMT B TOJIyUeHUH KOH(MU/IeHI[Ma/TbHbIX JaHHbIX [10/Ib30BaTesiel - IOTHHOB U raposeil. Ha
aHIVTUHCKOM si3bIKe phishing unTaercs kak ¢ummnr (ot fishing - pribHas oBns, password -
NapoJib).

OCHOBHBIE COBETHI TI0 60pBOe C HUILIMHTOM:

1. CJIe,E[I/I 3d CBOUM dKKAyHTOM. Ecnu oI nmoAo3peBdelllb, YTO TBOS dHKETA OblIa B3/I0MdHa, TO
HE‘O6XO,£[I/IMO 3&16JIOKI/IPOBaTb ee COOGH.[I/ITI: dIMHUHUCTPATOPaM pecCypcCd 00 5TOM KaK MOXKHO
CKopee;

2. I/ICHOHB3Yﬁ Oe3omacHbIe Be6-CaﬁTbI, B TOM 4HcCJ/ie, MHTepHET-Mdlrd3MHOB U ITOMCKOBBIX CUCTEM;

3. Vicnone3yii c/10)KHBIE ¥ pa3Hble Tapony. TakuM oO6pa3om, ecv Tebst B37I0MaroT, TO
3/I0yMBILLIEHHUKH T10/Ty4at JOCTYI TOJIBKO K OJHOMY TBOeMY NPO(UIIIO B CETH, a He KO BCeM;

4. Eciu Tebs B3/10May, TO HEOOXOAUMO TIPeyTIPeJUTh BCEX CBOUX 3HAKOMBIX, KOTOPbIE
nobaB/ieHbl y TeOsT B IPy3bsiX, O TOM, UTO TeOsI B3/IOMajii U, BO3MOXKHO, OT TBOEro UMeHH OyzeT
PacchLIaThCsl CiaM M CChUTKK Ha (DUIITMHTOBBIE CAMTHI;

5. YcraHoBU HaziexxHbIl niaposib (PIN) Ha MoOUbHEI TenedoH;
6. OTK/IFOUM COXpaHeHue MapoJisi B Opay3epe;

7. He oTKpbIBali ¢aiiibl U [pyryie BAOXKEHUs B MMCbMax, [jaXke eC/IM OHU MPUILIN OT TBOUX JpY3eil.
Jlyuiiie yTOUHM y HUX, OTIIPABJISUIA 1 OHU Tebe 3TH (aiibl.

[udposas pernyTarusi

Lludposas pernyTaiys - 3TO HeraTWBHasi WM MO3UTUBHAasi MHPOPMAaLUs B CeTH 0 Tele.
Kommnpometupytoitiast uHGOpMarLusi, pa3MelljeHHasi B UTHTEPHeTe, MOYKET Cepbe3HbIM 00pa3om
OTpa3uThCs Ha TBOEH peasbHOM Ku3HU. "LludpoBas penyranus” - 3TO TBOW UMUK, KOTOPBIN
dhopmupyeTcst u3 uHGopmaiuu o Tebe B UHTEPHETe.

TBOe MeCTO XUTe/IbCTBA, yueObl, TBOe (PrHAHCOBOE TOJIOKeHUe, 0COOEHHOCTH XapaKTepa 1
pacckasbl 0 O/IM3KUX - BCe 9TO HAKaluIMBaeTCs B CETH.

MHorue noApoCTKU JIETKOMBICTIEHHO OTHOCSITCS K IMyO/IuKaLuy TuuHoi nHdopmarmu B IHTepHeTe,
He TIOHUMasi BO3MOKHBIX ITOC/IeACTBHIN. ThI 1a’ke He CMOJKellIb I0ra/jaThCsl O TOM, 4To oTorpadus,
pa3MelijeHHas 5 JIeT Ha3a/], CTajla IPUYMHON OTKa3a MPUHSATH TeOst Ha paboTy.

KommeHTapuy, pasmeltieHue TBOUX (oTorpaduii v Apyrue AeiCTBUSI MOTYT He UCUe3HYTh Jlaxe
TI0CJIe TOTO, KaK Thl UX yAanullib. Thl He 3Haelllb, KTO COXpaHW/I 3Ty WH(POPMaLHIO, 1orasia Jii OHa B
TIOMCKOBBIE CUCTEMBI M COXPaHWU/IaCh JIM OHa, a I7IaBHOe: UTO MOAYyMaroT 0 Tebe OKpy»Karolljye JTIofH,
KOTOpbIe HalAYT U YBUAAT 3T0. HaliTh MHpOPMAaIio MHOTO JIeT CITYyCTSI CMOXKET TF000H - Kak U3
J0OpBIX TIOOYK/IeHHH, TaK M C HAMEPeHHeM MPUUUHUTH BPeJl. DTO MOXKET ObITb KTO YTOAHO.



OcCHOBHbIEe COBeTHI M0 3alyTe LKM(POBOM peryTaLyu:

1. [Togymaii, Tipexk/ie ueM UTO-TO MyOIMKOBATh U TepefiaBaTh y ce0si B Gyiore WK B COLMATbHOM
ceTy;

2. B Hactpoiikax npodusis yCTaHOBY OTpaHHWYeHUs1 Ha TIPOCMOTP TBOero npoduJisi U ero
COJIeP>KUMOT0, CZieJiail ero TOJILKO "/ Apy3ei';

3. He pa3meliiaii 1 He yKa3biBaii HH(OOpPMaIHIO, KOTOPast MOYKeT KOro-Tub0 0CKopO/IATh Uin
00MKaTh.

ABTOpCKOe I1paBo

CoBpeMeHHbIe HIKO/IbHUKY - aKTUBHBIE 110/1b30BaTe/y LUPPOBOro npocrpaHcTBa. OAHAKO Janeko
He BCe 3HAIOT, UTO M0J/Ib30BaHHe MHOTMMU BO3MOXKHOCTSMH LIUPPOBOTro Mrpa TpedyeT cobsitofeHust
TIpaB Ha MHTeJ/UIeKTYa/lbHY0 COOCTBEHHOCTb.

TepmuH "UHTe/IIEKTyaIbHast COOCTBEHHOCTh'" OTHOCHTCS K Pa3/IMUHBIM TBOPEHHSIM UeJ/I0Beue CKOTO
yMa, HauWHasi C HOBbIX W300peTeHH U 3HaKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha MPOAYKThI U
yCIIyTH, ¥ 3aKaHYMBasi KHUraMu, potorpagusiMu, KUHOGUIbMaMU U My3bIKaJbHbIMU
TIpOU3BeeHUSIMU.

ABTOpCKHe TipaBa - 9TO MpaBa Ha MHTE/JIEKTyaIbHYI0 COOCTBEHHOCTDb Ha MPOU3Be/IeHHs HayKH,
JIUTepaTypbl U UCKYCCTBA. ABTOPCKHe IIpaBa BbICTYIAKOT B KaueCTBe rapaHTUU TOT0, UYTO
WHTeJI/IeKTyaIbHBINA/TBOPUYeCKUI TPYZ, aBTopa He Oy/ieT HarpacHbIM, AacT eMy CTIpaBe/TUBbIe
BO3MOKHOCTH 3apaboTaTh Ha pe3y/bTaTrax CBOeTo TPYAa, MOJYYUTh U3BeCTHOCTh U MPU3HAHHE.
Huikro 6e3 pa3peliieHus: aBTOpa He MOXKET BOCIIPOM3BOAUTE €r0 MPOU3BeieHre, PACTIPOCTPAHSTh,
MyO/IMYHO IeMOHCTPHPOBATh, TIPOZABaTh, UMIIOPTUPOBATh, ITyCKATh B MPOKAT, MyO/IMUHO
VICTIOJIHSATh, 110Ka3bIBaTh/UCIIOMHATL B 3Upe UK pa3melatb B IHTepHeTe.

Hcronp3oBaHMe "MUPaTCKOro" MporpaMMHOTo 00ecrieueHHst MOXKET MTPUBECTH K MHOTUM PUCKaM:
OT MOTepU JaHHBIX K TBOUM aKKayHTaM /10 OJIOKUPOBKHM TBOETO YCTPOWCTBA, T/ie yCTaHOB/IeHa
HejlerajibHasi mporpamMma. He ctout Takxke 3a0bIBaTh, UTO CYIIeCTBYIOT JerajbHble U OecriaTHbie
NIpOrpaMMbl, KOTOPbIe MOJKHO HAUTH B CETH.

O noprane

CeTeBHUYOK.p - TBOM I7IaBHBIM COBETUMK B CETH. 3[1eCh Thl MOXKEIllb Y3HAaTh O 0@30MacHOCTH B CETH
TIOHSITHBIM U ZIOCTYTHBIM $13bIKOM, a TIPY BO3HUKHOBEHUH KPUTHUUECKOM CUTYaLMl 00paTUThCs 3a
COBETOM. A Tak)Xe MPUHSATh yuyacTHe B KOHKypcaxX U CTaTb CaMbIM LIU(POBBIM IPasKJaHUHOM !



[Tpunoxenue N 3
TTAMSATKA J1JI51 POOUTEJIEM Ob MTH®OPMALIMOHHOM BE3OINACHOCTU JETEN

OnpeneneHre TepMrHa "MHPOPMaLOHHasi 6e301MacHOCTh AeTeil" copepkuTcs B PesiepabHOM
3akoHe N 436-®3 "O 3aiure AeTeit oT MHMOPMAaLMK, MPUUYKHSIOLIEN Bpe/ UX 310POBbIO U
Pa3BUTHIO", PETY/IMPYIOII[UM OTHOIIIEHUS], CBSI3aHHbIe C 3allUTOM JieTel oT nH(opMalLvy,
TIPUUMHSIIOLEN BpeJ, UX 3[I0POBbIO U (MM) pa3BUTHIO. COI/IacHO JaHHOMY 3aKOHY
"uH(popMalMoHHasi 6e30MacHOCTD feTelt" - 3TO COCTOsIHUE 3alUILeHHOCTH, TIPU KOTOPOM
OTCYTCTBYeT PUCK, CBSI3aHHbIM C MpUYMHEeHHeM MH(bOopMal[iell BpeJia UX 3[,0POBbIO U (W/IH)
(bu3nyeckoMy, ICUXUYeCKOMY, YXOBHOMY, HDABCTBEHHOMY Pa3BUTHUIO.

B cuny ®enepansHoro 3akoHa N 436-®3 vHdbopMaljyei, MpuurHsOLeld Bpe/ 3l0pPOBbIO U (W/TH)
PasBUTHIO JleTeH, SIB/ISeTCs:

1. uadopmarius, 3anperieHHas st paClpOCTPaHEHUsT Cpeiu JieTel;

2. uHdopMariusi, pacripoCTpaHeHe KOTOPOU OrpaHUYeHO Cpefiu [ieTel orpe/eieHHbIX BO3PACTHBIX
KaTeropui.

3. K undopmaryu, 3amnpeleHHOMN /Jisi paclipoCTpaHeHust Cpeiut fieTell, OTHOCUTCS:

4. nadopmarius, o0y Karoas JeTeil K COBepILIeHHIO 1eHCTBUH, TIPe/ICTaB/SIOIUX YIPO3y X
YKW3HU U (UM) 3[I0POBBIO, B T.U. IPUUMHEHHIO BPeZla CBOEMY 3/10POBBI0, CaMOyOHUICTBY;

5. crtocoOHOCTH BBI3BATh Y [leTell JKejlaHHe yIoTpeOuTh HapKOTUUYeCKKe CPe/iCTBa, IICUXOTPOITHbIE U
(1) omypMaHMBAIOIIVe BellleCcTBa, TabauHble U3/1e/Hs, alKOrOIbHYIO U CIIMPTOCO/IePIKALIyT0
MIPOAYKLIMIO, TIMBO M HAaITUTKH, U3rOTaB/IMBaeMble Ha ero OCHOBE; IPUHATh yYacTHe B a3apTHBIX
Urpax, 3aHUMAThCS MPOCTUTYLMEH, OPOSHKHUUECTBOM WJIH TTOTIPOIIaifHIUe CTBOM;

6. 060CHOBBIBatOIIIast WM OTIPAB/bIBAOIIask IOMYCTUMOCTb HACK/US U (W/TU) >Ke CTOKOCTH JINO0
NoOY>K/aroI11asi OCYIeCTB/IATh HACUIbCTBEHHBIE IEHMCTBUS TI0 OTHOIIEHUIO K JTFOJSIM U )KUBOTHBIM;

7. oTpULiarolliasi ceMeliHble LIeHHOCTU 1 (hopMUpYIOLLjasi HeyBakeHHe K POAUTENSIM U (W) APyTUM
YyjieHaM CeMbU;

8. ompaB/pIBaroIjasi IPOTHBOIIPABHOE TIOBE/IeHNE;
9. cozeprkartias Hel|eH3ypHYIO OpaHb;
10. copeprkarasi “HGOpPMAaIHIO TOpHOrpadUecKoro Xxapakrepa.

K nHdopmaruu, pactpocTpaHeHre KOTOPOii OrpaHHUueHO Cpeiyl fieTeld orpe/ie/IeHHOTo BO3pacTa,
OTHOCHTCSI:

1. uadopmanus, npejcTapssieMasi B BUjie M300pa>keHUsl UM OTIMCaHUS )KeCTOKOCTH, (pU3nUecKoro u
(M) TICUXWYe CKOTO HaCHJUSL, TIPECTYTUIEHUS] UJTH MHOTO aHTUOOIIeCTBEHHOTO /1eHCTBYS;

2. BBI3bIBAOIIAS Y IeTel CTpax, y»Kac WU MMaHUKY, B T.U. TIPeJCTaB/sieMast B BUzie U300paykeHUst Uu
OTMCaHKs B YHWKAIOII[el uesioBeuecKoe JOCTOMHCTBO hopMe HeHaCUTLCTBEHHOW CMepTH,
3aboneBaHus1, CaMOyOHMICTBA, HECYUACTHOTO CJTyvasi, aBapUX WIH KaTacTPOdbl U (UIH) UX
MOC/Ie/ICTBUM;

3. mpe/icTaB/sieMasi B BU/e W300pa>keHUsI UJTM OTIMCAHUS TIOJIOBBIX OTHOILIEHUH MEXYy MY)KUUHOH U
JKEHIUHOW;
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4. cozepkartiasi OpaHHbIe C/I0Ba M BHIPKEHHS, He OTHOCSIIMECs K HelleH3ypHOU OpaHH.

C yueToM 3TOr0 Bam mpezyiaratoTcs nmpaBu/a paboTel B ceTH IHTepHeT /151 pa3/IuUHbIX
BO3PACTHBIX KaTeropuii, COO/IF0/ieHre KOTOPBIX TI03BOIUT 00eCreunTh HHPOPMAI[MOHHYIO
6e30macHOCTb BalllUX JleTel.

OOGrue rpaBusIa st poguTenei

1. He3aBucumo ot Bo3pacta pebeHKa UCTIOb3yHTe MPOrpaMMHOe 0OecrieueHre, TTIOMOraroIee
(ubTpOBaTh ¥ KOHTPOIUPOBaTh MHGOPMaALIUIO, HO He Tio/laraliTech MOTHOCThIO Ha Hero. Baiiie
BHUMaHUeE K peOeHKY - TJIaBHbIA MeTO/] 3allUThlI.

2. Ecin Bain pebeHOK MMeeT akKayHT Ha OfIHOM M3 coLuanbHbIX cepBrcoB (LiveJournal,
blogs.mail.ru, vkontakte.ru 1 T.11.), BHUMaTe/IbHO U3y4UTe, KaKy0 MH(POPMALMIO MIOMELaloT ero
YUaCTHHUKH B CBOMX Mpo¢dusisax 1 brorax, Bktouast potorpaduu 1 BUzeo.

3. TIpoBepbTe, C KAKMMH IPYTUMU CAUTaMU CBsI3aH COL[UA/IbHBIN cepBUC Bariero pebeHka.
Crpannuku Barrero pebeHka MOTyT ObITh G€30TaCHBIMU, HO MOT'YT U COZIePyKaTh CChIIKK Ha
He’KeJlaTe/IbHbIe U OTIaCHbIe CalThbl (HarlpuMep, MIOPHOCANT, T CalT, Ha KOTOPOM JpyT YIIOMHUHAeT
HoMep coToBoro TesiehoHa Bartiero pebeHka uiu Baiu gomariHuii agpec)

4. Toorpsiite Barmx getei coob1iat 060 BCeM CTPAHHOM HJIA OTTAJIKHUBAIOIIEM M He CJTAIITKOM
OCTpO pearupyire, KOrja OHU 3TO JieatoT (13-3a onaceHus MOTepsATh AOCTyN K VIHTepHeTy /1eTH He
TOBOPST POAUTEJISIM O TIpobieMax, a Tak’ke MOTYT HauaTb UCII0/Ib30BaTh IHTepHeT BHe /joMa U
IITKOJTbI).

5. ByznpTe B Kypce ceTeBoii )xu3HU Batero peberka. ViHTepecyliTech, KTO UX Apy3bsi B VIHTepHeT
TakK ke, KaKk MHTepeCcyeTeCh Pea/IbHbIMU [IPY3bSIMU.

Bospact ot 7 0 8 niet

B NHTepHeTe pebeHOK cTapaeTcs MOCETUTh Te WM UHbIe CAlThI, @ BO3MOYKHO U YaThl, pa3pelleHue
Ha TocelljeHre KOTOPBIX OH He Toyuu Okl oT poguteneil. [ToaTomy pogutesnsivm ocobeHHO
T0JIe3HbI OyZIyT Te OTUeThI, KOTOPbIe TIPeJ0CTaB/ISIOTCS TTPOrPaMMaMU TI0 OTPaHUUEHHTO
UCT0b30BaHus VIHTepHeTa, T.e. PoAuTeNbCKMIT KOHTPOJIb WM TO, YTO Bbl CMOKETe YBUJETh BO
BpeMeHHbIX (paiinax. B pesynbrare, y pebeHka He OyzieT OIIYIIeHHs], UTO 3a HUM Be/IeTCs
TIOCTOSTHHBINA KOHTPOJIb, OTHAKO, POAUTEN OyAyT MO-TIPe)KHEMY 3HaTh, KaKue CalThl ToCeliaeT uxX
pebeHOK. [leTu B JaHHOM Bo3pacTe 00/1a/lat0T CUIbHBIM UYBCTBOM CEMbU, OHU /IOBEPUMBHI U He
COMHeBaroTCsl B apropuTeTax. OHM JIFOOSAT UTPaTh B CETEBbIE UTPHI U Ty TeIlIeCTBOBATH 110
VHTepHeTy, CNOMb3ys 3/IeKTPOHHYO TIOUTY, 3aXO[UTh Ha CalThl U UaThl, HE peKOMEeH/I0BaHHbIe
POAUTEISIMHU.

CoBeTnI 110 Oe30T1aCHOCTH B ceTH VIHTepHeT [i/is fieteli 7 - 8 net

1. Co3paiiTe CrMCOK JOMAIIHKX TIPAaBUJI MocellleHust VIHTepHeTa Mpy yuyacTuu Aeteit u TpeOyiiTe
€ro BbITIOJTHEHUS.

2. Tpebyiite ot Baitiero peGeHka cob/r0/IeHHsI BpeMEHHBIX HOPM HaXOKIEeHHUs 3a KOMITbIOTEPOM.
[Tokakute pebeHKy, uTo Bbl Hab/moaeTe 3a HUM He TIOTOMY UTO Bam 3T0 XoueTcs, a IOTOMY UTO
Bbi 6ecriokouTech 0 ero 6€30MacHOCTH U BCET/ia TOTOBbI MY ITOMOYb.

3. KommbroTtep ¢ nogk/roueHrueM K VIHTepHeTy [Jo/KeH HaxOJUThCs B 0011el KOMHaTe To/j
IIPUCMOTPOM pOJUTEJIeN.



4. Vicrionb3yiiTe crieljuaibHble 1eTCKUe MOUCKOBbIe MallIUHBbI.

5. Vicnionb3yiiTe cpeficTBa OJIOKUPOBAaHUS HEXKeJIaTeIbHOTO KOHTEHTa Kak JI0TIOTHeHe K
CTaHZAPTHOMY POAUTE/IECKOMY KOHTPOJIIO.

6. Co3zaiiTe ceMelHbBIN TeKTPOHHBIN AWK, YTOOBI He TI03BOUTD JETSIM UMeTb COOCTBEHHbBIE
azpeca.

7. Bnokupyiite JOCTyH K caiiTaM C 6eCIIaTHBIMU ITOYTOBBIMHU SIIIMKAaMU C TIOMOLI[bIO
COOTBETCTBYIOLL[ETO IPOrPaMMHOT0 0becrieyeHus!.

8. IIpuyuuTe feTeii cOBeTOBAaThCs ¢ Bamu mepe ormy6iMKoBaHHEM KaKoH-T00 nHGOpMaLim
Cpe/iCTBaMHU 3/1eKTPOHHOM MOUThI, UaTOB, PErMCTPaLjMOHHbIX (hOPM U Npodusiei.

9. Hayuute feteii He 3arpy»karth (aiisibl, IpOrpaMMbl UM MY3bIKY Oe3 Balllero Coryiacusi.
10. He pa3peruaiiTe fAeTsIM UCIIOB30BaTh CIYKObl MTHOBEHHOTO 0OMeHa COOOIIeHUSIMHU.

11. B "GebIit" CITUCOK CAMTOB, pa3pelleHHbIX /I TTOCEIeH s, BHOCUTE TOJILKO CalThI C XOPOIIei
penyTaiuen.

12. He 3a06niBaiiTe OeceoBath C fieTbMHU 00 UX Apy3bsiX B IHTepHeTe, Kak ec/ii Obl peysb I11a O

JPYy3bsiX B peabHOM >KU3HU.

13. He genaiite "Taby" 13 BOIPOCOB MMOJIOBOM >KHU3HH, TaK Kak B VIHTepHeTe JeTH MOTYT JIETKO
HaTKHYTbCsI Ha MOpHOTrpaduIo WK CaThl "5t B3pOC/IbIX'.

14. TIpuyuute Baitiero pebeHka coo011iaTte BaM 0 JHOObIX yrpo3axX WX TPeBOrax, CBsi3aHHbBIX C
WutepHeToM. OcTaBaiiTeCh CIIOKOMHBIMU M HATIOMHUTE ZIETSIM, UTO OHU B 6€3011aCHOCTH, €C/TH CaMHt
paccKasasii BaM 0 CBOUX TpeBorax. [IoxBaivTe UX U TIOCOBETYITe TIOAONTH ellle pa3 B MoJ00HbBIX
Cilyyasix.

Bo3spacr gereri ot 9 no 12 ner

B naHHOM Bo3pacTe [eTy, Kak MpaBWiIO, y)Ke Hac/blllaHbl O TOM, Kakasi MHpOpMaLus Cyll{eCTByeT B
WuTepHeTe. CoBeplieHHO HOPMaJ/IbHO, YTO OHU XOTAT 3TO YBU/IETh, IPOUYECTb, yCblarh. [1pu
3TOM HY’>KHO TIOMHHTb, UTO /IOCTYTI K He)KeJlaTeJTbHbBIM MaTepraiaM MOXKHO JIeTKO 3a0/I0KMPOBaTh
TIpY NOMOLM CpeficTB PoguTenbCKOro KOHTPOJIS.

CogeThl 110 0e30MacHOCTH /151 AeTeli oT 9 1o 12 et

1. Co3paiiTe CrMCOK /JOMAIIIHKX TIPABUJI MOCelleHus: IHTepHeT Mpu yJyacTuu fieteii ¥ TpeOyiiTe ero
BBITIOJIHEHUS].

2. TpebyiiTe ot Barero pebenka cob/rofieHust HOpM HaXOXKAEHUs 32 KOMITBIOTEPOM.

3. HabmopaiiTe 3a pebeHkoM mpH paboTe 3a KOMITBIOTEPOM, TIOKXKUTe eMy, UTo Bbl 6ecriokonTech o
ero 6e30rMacHOCTH 1 BCerzja FOTOBbI OKa3aTh €My ITOMOIIIb.

4. KomMnproTep € TofIK/IFoueHrneM B VIHTepHeT J0/KeH HaXOUThCs B 0011eli KOMHaTe 1o/
MIPUCMOTPOM pOJUTEIeN.

5. Vcnionb3yiiTe cpeficTBa GJIOKUPOBAHUS HEXKeJIaTeIbHOTO KOHTEHTa Kak JIOTIOTHeHe K
CTaHZAPTHOMY PoiuTe/IbCKOMY KOHTDOJIIO.



6. He 3a0biBaiiTe MpHUHMMAThL HETIOCPEACTBEHHOE yuacTHe B )KM3HU pebeHKa, OecejoBaTh C eTbMH
00 ux Apy3bsix B IHTepHeTe.

7. HacrauBaiite, 4TOOBI 1eTW HUKOT/A He COTIAIIA/IMCh Ha JIMYHbIe BCTPEUU C JPY3bSIMH I10
NHutepHery.

8. [To3BoyisitiTe IETAM 3aXOUTh TOMBLKO Ha CalThl M3 "Oeoro" Crivcka, KOTOPBIM CO37aiiTe BMECTe C
HUMM.

9. [IpuyuuTe JeTeil HUKOT/IAa He BblJaBaTh JUUHYH MH(POPMALUIO CPe[CTBAMU 1eKTPOHHOM MOYTHI,
YaroB, CUCTeM MTHOBEHHOTO 0OMeHa COOOIIeHHSIMH, PErUCTPAIMOHHBIX (DOPM, JTMUHBIX Mpoduiei
Yl TIPY PerucTpalyy Ha KOHKYpChI B VIHTepHeTe.

10. TTpuyuuTe feTeli He 3arpy’kaTh porpamMmsbl Oe3 Barrero pa3pererus. OObsICHUTE UM, UTO OHU
MOT'YT CJTy4aifHO 3arpy3uTh BUPYCHI WY JIPyTOe HeyKeslaTesbHOe MPOrpaMMHOe obecriedeHue.

11. Co3patite Bariemy pebeHKY orpaHHUeHHYHO YUETHYIO 3alUcCh st paboThl Ha KOMIIbIOTEpe.

12. TIpuyuute Baiiero pebeHka coo01iiate BaM 0 JHOObIX yrpo3ax WId TPeBOrax, CBsi3aHHbBIX C
WnrtepHeToM. HanomHuTe ZieTsiM, UTO OHU B 6@30M1aCHOCTH, €C/IM CaMM PaccKas3aii BaM O CBOMX
TpeBOrax M ornaceHUsx.

13. Pacckaxkute fieTsiM 0 mopHorpaguu B IHTepHeTe.

14. HacrauBaiiTe Ha TOM, UTOOBI /I€TH TIPEOCTAB/IS/IA BaM ZOCTYII K CBO€H 3/IeKTPOHHOM TOYTe,
yTOOBI BbI YO€IUHCh, UTO OHU He OOIIAat0TCs C He3HAKOMI]AMH.

15. O6BsicHUTE AeTSIM, UTO HeJlb3s1 UCTI0/Ib30BaTh CETh /ISl XY/IMTaHCTBA, PAaCPOCTPaHeHus CIIeTeH
WA yTPO3.

Bo3spacr geteti ot 13 0 17 net

B 5TOM BO3pacTe NoApOCTKU aKTUBHO MCIOJIb3YOT MOMCKOBBIE MALLWHBI, MO/Ib3YOTCS 37IeKTPOHHOU
TIOYTOM, CJTy>KOaMU MTHOBEHHOTO 0OMeHa COOOIIeHUSIMH, CKauMBaIOT MY3bIKY U (DUTbMBI.
MasisurikaM B 3TOM Bo3pacTe 0oJibIlie 110 HpaBy CMeTaTh BCe OTPaHUYEHUSs], OHH XKaXKIYT rpyboro
IOMOpA, a3apPTHBIX UT'P, KAPTUHOK "1 B3pOoC/bIX". JleBOUKHM MpeAounTaloT 00IIaThCs B UaTax, Mpu
3TOM OHHU TOpa3zio 6oJiee UyBCTBUTE/ILHBI K CEKCYa/IbHBIM ZIOMOTaTe/IbCTBaM B VIHTepHeTe.

3a4acTyro B JaHHOM BO3pacTe POAUTE/ISIM yKe BeCbMa CJIOKHO KOHTPOJIMPOBaTh CBOMX JleTel, Tak
Kak 00 VIHTepHeTe OHU y’ke 3HAIOT 3HAUUTETLHO DOJIbIIIe CBOMX poauTesieil. TeMm He MeHee, He
OTIyCKalTe AeTei B ""cBoOoAHOe TyiaBaHue" o MIHTepHeTy. CTapaiiTech akTHBHO y4aCcTBOBAaThb B
ob1ieHuM pebeHka B VIHTepHeTe.

Ba)kHO TI0-TIpe)KHeMY CTpOro cobmozaTh nipaBusia VIHTepHeT-0e30MacHOCTH - COTVIallleHne MeXIY
poAuTeNISIMU U IeTbMU. KpoMe Toro, Heo6Xo[uMo Kak MOKHO uallle TIPOCMaTpUBaTh OTYETHI O
JesiTe/ibHOCTH fleTelt B MiHTepHeTe. CriefiyeT 0OpaTUTh BHUMaHUe Ha HeOOXOAUMOCTh COZiepyKaHUsI
POAMTETLCKUX MapoJiel (1aposiel aJMUHUCTPATOPOB) B CTPOTOM CeKpeTe M 00paTUTh BHUMaHHe Ha
CTPOTOCTh 3TUX TIapOJIei.

CoBeThI 110 6e30TaCHOCTH B 3TOM Bo3pacte ot 13 1o 17 et

1. Co3pariTe ClMCOK JOMAIIHKUX NIPaBUJI NoceljeHus: IHTepHeTa npy y4yaCTUM MOLPOCTKOB U
TpeOyiiTe Oe3yC/IOBHOTO ero BhioHeHUs1. OOroBopuTe ¢ peOeHKOM CITUCOK 3arpeljeHHbIX CaiTOB



("uepHbIi criucok'), yacel paboTel B VIHTepHeTe, pyKOBOACTBO 110 0b1rieHrto B IHTepHeTe (B TOM
yKc/e B yaTax).

2. KOMHI:I-OTep C MOAK/TFIOYEeHHUEM K CEeTH I/IHTepHET AOJ/DKEH HaXOAUTbLCA B O6U.[€I>i KOMHdTe.

3. He 3a0biBaiiTe GeceioBaTh € eTbMHU 00 UX /Ipy3bsiX B VIHTEpHETE, O TOM, YeM OHM 3aHAThI TAKUM
obpasom, OyATO peub WAET O APY3bsSX B peanbHOM Ku3HU. CripalliiBaiTe 0 HO/SX, C KOTOPhIMH
JieTr 00IIIarTCs TOCPeJCTBOM CTy>KO MrHOBEHHOTO 0OMeHa COOO0IeHUsIMH, UTOObI yOeuThCsl, UTo
9TH JIFOJU UM 3HAKOMBI.

4. Vicrionb3yiiTe cpefcTBa 010KMPOBaHUS HeXKe/laTe/IbHOTO KOHTEHTA Kak /IOTI0/THeHHe K
CTaHJApTHOMY PoinTe/bCKOMY KOHTPOJIO.

5. HeobxoauMo 3HaTh, KAKMMH YaTaMU T0/b3YIOTCs Baiiu getu. [ToomipsiiTe ucmosib30BaHie
MOZIepUPYEMbIX UaTOB M HacTauBakTe, UTOOBI ZIeTH He OOIIa/TUCh B IPUBATHOM PEXKUME.

6. HacTauBaiiTe Ha TOM, UTOOBI IeTU HUKOT/Ia HE BCTPEYAJTHUCH JIMYHO C JIPY3bsIMU U3 CETU
NHurepHer.

7. Tlpuyunte /ieTell He BbIZIABATh CBOIO JIMYHYIO MH(OPMAIUIO CPe/ICTBAMU 3/IEKTPOHHOM TOUTHI,
YaToB, CCTeM MIHOBEHHOTO 0OMeHa COO0IIeHUsIMU, PerMCTPALIMOHHBIX (OPM, TMUHBIX TIpOdusIeit
Y MPU PETrrCTpaliiy Ha KOHKYPChI B VIHTepHeTe.

8. Ilpuyunte meTelt He 3arpy’kath mporpaMMebl 6e3 Baiiero pa3speriienusi. OObSCHUTE UM, UTO OHU
MOT'YT CJTy4aifHO 3arpy3uTh BUPYCHI WY JIPYTOe HeyKeslaTesbHOe IMPOrpaMMHOe obecriedeHue.

9. IlpuyuuTe Barmero pebeHka coo0IiaTk BaM 0 JIFOOBIX yrpo3axX WM TPeBOTaX, CBA3aHHBIX C
WuTepHeToM. HarioMHuUTe JeTsiM, UTO OHU B 6€30MaCHOCTH, eC/Ii CaMy paccKasaaud BaM, O CBOMX
yrpo3ax Wiy TpeBorax. [ToxBanmure UX ¥ MOCOBETYMTe MMOJONTH ellje pa3 B MOA0OHBIX C/TyyasiX.

10. Pacckaxkute getsim o mopHorpaduu B MiHTepHeTe. [ToMOrHTe UM 3aIlIUTUTHCS OT CTlaMa.
HayuuTe 1ogpoCcTKOB He BblJjaBaTh B IHTepHeTe CBOET0 peasibHOTrO 3/IEKTPOHHOTO ajipeca, He
OTBeuaTh Ha HeXXeJlaTe/bHbIe TTMCbMa U UCII0/b30BaTh CIielaibHble TTOUTOBbIe (DUTBTPHI.

11. TIpuyunTe cebst 3HAKOMUTBLCS C CalTaMH, KOTOPbIE ITOCEII[a0T MOAPOCTKH.

12. HayuuTe pmeTeii yBaKaTb APYTUX B UHTepHeTe. Y0OequTeCh, YTO OHU 3HAIOT O TOM, UTO IPaBUIA
XOpOLIero NnoBesieHus eUCTBYIOT Be3jie - laKe B BUPTYa/JlbHOM MUpe.

13. OGBsICHUTE JETAM, UTO HU B KOEM C/Tydae Heslb3s1 UCIT0/b30BaTh CeTh i Xy/TUraHCTBa,
PacIpoCTpaHeHUsI CTUIeTeH UM YTPO3 APYTHM JTFOJSIM.

14. ObcyauTe € IOAPOCTKaMU MPOOJIEMbI CETEBLIX a3apPTHBIX UIP U UX BO3MOKHBIM PUCK.
HaromHuTe, UTO 1eTH He MOTYT UrPaTh B 3TU UTPhI COITIACHO 3aKOHY.

[TocTosIHHO KOHTPOJIMPYITe UCToIb30BaHue ViHTepHeTa Barim pebenkoM! OTo He HapyllleHHe ero
JIMYHOTO MPOCTPAHCTBA, a Mepa MpeloCTOPOKHOCTHU Y MposiB/ieHre Bailieil poguTe/ibCKou
OTBETCTBEHHOCTH U 3a00THI.



